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School of Education 
Course Unit Syllabus  
 
Level of qualification:  
Second Cycle (EQF level 7) - Master  
Study cycle:  
Physical Activity and School Healt 
 

Course Unit: 1989104 – Applied Cryptography and Cryptanalisys 
Year 1 Semester 1 ISCED Code: 612 ECTS: 8 
 
Tipe of Course Unit: Compulsory 
 

 
Delivery Mode: Face-to-face 

 

 
Language of Instruction: Portuguese  

 
COURSE COORDINATOR: Rui Miguel Soares Silva 
HOURS OF WORK 

TOTAL 
HOURS 

Contact Hours 
Hours in 

autonomous 
work Theory Theory and 

practice  

Practical 
and 

laboratory 
work 

Field 
work Seminar Internsh

ip 
Tutorial 

guidance  Other 

200       30 15                               155 
 
Prerequisites (if applicable): Not applicable 
 
LEARNING OUTCOMES (knowledge, skills and competence) 

Provides elementary knowledge of cryptography and cryptanalysis from the mathematical point of view, which enables students 
to develop cryptographic algorithms and perform cryptanalytic attacks using computer programs. The skills to be developed are: 

1. Understand the evolution of cryptography and cryptanalysis; 

2. Understand the various cryptographic techniques and their application; 

3. Develop cryptographic and cryptanalytic algorithms and program them efficiently.      

CONTENTS 

1. Introduction to cryptography and cryptanalysis 

1.1 Security Services 

1.2 Essential Concepts 

1.3 Brute force and cryptanalysis 

2. Classical cryptography 

2.1 Substitution techniques 

2.2 Transposition techniques 

2.3 Cryptanalysis 

3. Approach to cryptography in World War II 

4. Modern cryptography 

4.1 Mathematical theory of communications 

5. Block ciphers 

5.1 Operation modes 

5.2 Feistel's Architecture 

5.3 DES and AES and other ciphers 

5.4 Cryptanalysis 

6. Stream ciphers 
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6.1 LFSRs, RC4 and chaotic ciphers 

6.2 Cryptanalysis 

7. Hash Functions, Message Authentication Codes and Digital Signature 

7.1 Applications and security requirements 

7.2 SHA and other algorithms 

7.3 MAC algorithms 

7.4 Digital signature 

7.5 Cryptanalysis 

8. Approach to number theory 

9. Public key encryption 

9.1 RSA 

9.3Diffie-Hellman 

9.2 Elliptical curves 

9.3 Cryptanalysis 

10. Key management and distribution 

11. Big number programming 

11.1 GNU multiple precision arithmetic library 

 

DEMONSTRATION OF THE CONTENTS COHERENCE WITH THE COURSE UNIT’S LEARNING OUTCOMES 
The objectives of the course unit are divided into two areas: the basic knowledge about cryptography and cryptanalysis from the 
mathematical point of view; develop cryptographic algorithms and perform cryptanalytic attacks using computer programs. The 
syllabus reflects both objectives, as a significant set of cryptographic topics are addressed from their origin to the present, and 
for each of them the cryptanalytic perspective is presented. Several purely mathematical aspects are considered, as they are 
considered essential to the understanding of some of the cryptographic topics. The programming component assumes that 
students have programming skills and the GMP - GNU Multiple Precision Arithmetic Open Source Library is used to support 
large number programming. 
. 
TEACHING METHODOLOGIES 
1. Theoretical and practical classes, which include the presentation of the subject and its discussion with the students, the 
analysis of real world case studies, demonstrations by the teacher and the realization of practical exercises. 
 
2. Laboratory classes, which include experimenting with examples and making laboratory worksheets. 
 
DEMONSTRATION OF THE COHERENCE BETWEEN THE TEACHING METHODOLOGIES AND THE LEARNING 
OUTCOMES 
The objectives of the course unit are divided into two areas: basic knowledge about cryptography and cryptanalysis from the 
mathematical point of view; the development of cryptographic algorithms and cryptanalytic attacks using computer programs. 
The teaching methodology adopted is divided into two types of classes: Theoretical and practical classes focused on the 
achievement of the objective related to elementary knowledge about cryptography and cryptanalysis from the mathematical point 
of view; Laboratory classes focused on achieving the objective of developing cryptographic algorithms and cryptanalytic attacks 
using computer programs. The total number of classes is equally divided into theoretical and practical and laboratory classes, 
reflecting the importance given to the practical and professional component of the this master degree. 

The evaluation is divided into two parts with equal weight in the final grade, one of laboratory nature and one of theoretical 
nature, thus focusing on the two objectives of the course. 

 

EVALUATION METHODS 
The assessment includes a frequency with a weight of 50% in the final grade and a research and development group work with a 
weight of 50% in the final grade. 
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