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School of Education 
Course Unit Syllabus  
 
Level of qualification:  
Second Cycle (EQF level 7) - Master  
Study cycle:  
Computer Science Security Engineering 
 

Course Unit: 1989101 – Cybersecurity Fundamentals 
Year 1 Semester 1 ISCED Code: 613 ECTS: 3 
 
Tipe of Course Unit: Compulsory 
 

 
Delivery Mode: Face-to-face 

 

 
Language of Instruction: Portuguese  

 
COURSE COORDINATOR: Rui Miguel Soares Silva  
HOURS OF WORK 

TOTAL 
HOURS 

Contact Hours 
Hours in 

autonomous 
work Theory Theory and 

practice  

Practical 
and 

laboratory 
work 

Field 
work Seminar Internsh

ip 
Tutorial 

guidance  Other 

75       15                                     60 
 
Prerequisites (if applicable): Not applicable 
 
LEARNING OUTCOMES (knowledge, skills and competence) 

The Cybersecurity Fundamentals course is composed of two sets of complementary educational objectives: the first concerning 
the structural concepts of cybersecurity, including the 3 pillars of Information Security and its sub-principles, the concept of 
CIbercrime, both at 'modi operandi' and its classification and legislative interposition and finally the concept of cyberspace; The 
second set of objectives concerns languages, notations, classification and cybersecurity quantification systems. The skills to be 
developed are as follows: 

1. Understand the essential concepts of cybersecurity; 

2. Understand the involvement of ISO 27001 with the pillars of technologies, people and processes; 

3. Understand the situational analysis of cyberspace with the pillar sub-principles and practical and legal consequences; 

4. Understand the various cybersecurity quantification systems and their interrelationships. 

 

CONTENTS 

1. Typology of physical and logical security 

2. Pillars at the foundation of all Information Security (paper and digital) 

3. Motivational basis for cyber incidents (VCO) 

4. Evolution, virtues and dangers of cyberspace 

5. Essential cybersecurity rules 

6. Cyberspace attacks, mechanisms and services 

7. Social engineering 

8. Quantification, domains and areas of cybersecurity 

9. Vulnerability management rating systems 

9.1 Common Weakness Enumeration 

9.2 Common Vulnerabilities and Exposures 

9.3 Common Vulnerability Scoring System 

9.4 Open Vulnerability and Assessment Language 
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9.5 Common Vulnerability Reporting Framework 

10. Configuration management classification systems 

10.1 Common Platform Enumeration 

10.2 Common Configuration Enumeration 

10.3 United States Government Configuration Baseline 

10.4 Security Content Automation Protocol 

 

DEMONSTRATION OF THE CONTENTS COHERENCE WITH THE COURSE UNIT’S LEARNING OUTCOMES 
The learning objectives are based on the complementary and complete understanding of cybersecurity concepts with a special 
focus on the cybercrime perspective, both in its practical field component in criminal investigation and in its legal component, and 
in a second part in its more technical perspective in the field of computer science engineering, in particular as regards 
cybersecurity classification systems. Early syllabus includes a variety of cybersecurity concepts from various perspectives, 
including their relationship to cyber incidents. This is followed by a contextualization of cybersecurity areas in proximity domains 
and a detailed study of all systems involved in the areas of vulnerability management and configuration management as these 
are the two basic areas for a coherent understanding of cybersecurity classification systems.  

 

TEACHING METHODOLOGIES 
Theoretical and practical classes, which include theoretical exposition and discussion with the students about the subjects under 
study, as well as the analysis of case studies and real world projects where the themes under study apply. 

 

DEMONSTRATION OF THE COHERENCE BETWEEN THE TEACHING METHODOLOGIES AND THE LEARNING 
OUTCOMES 
The learning objectives are intended for a comprehensive and structured understanding of the concepts, and therefore the 
teaching methodologies based on a theoretical exposition that includes and promotes interaction with students by generating 
debate and creating doubts that guide and allow reflection on the themes under study, as well as through the analysis of 
concrete case studies of their application to the real world. 

 

EVALUATION METHODS 
The assessment consists of an individual work composed of two parts, the first of which is an argumentative reflection about 
some aspectes of cybersecurity concepts and the second on deepening technical knowledge on a set of cybersecurity 
classification systems. 

 

MAIN BIBLIOGRAPHY 

[1] Scientific and dissemination papers available 'on-line' at https://ual-pt.academia.edu/RogerioBravo/; 

[2] Journal IDN n.º 133, in www.idn.pt; 

[3] HERZOG, Pete et al - Security analysis essentials, ISECOM, 2017; 

[4] PLOUG, Thomas – Ethics in Cyberspace, Springer, 2009; 

[5] UCEDAVÉLEZ, Tony e MORANA, Marco M. – Risk Centric Threat Modeling, Wiley, 2015; 

[6] CAETANO, Joaquim; VASCONCELOS, Maria; VASCONCELOS, Paulo - Gestão de Crise, Presença, 2006; 

[7] FINK, Steven – Sticky Fingers, BackInprint.com, 2002; 

[8] 'On-line' documentaion about the MITRE project "Making Security Measurable" available at: 

https://makingsecuritymeasurable.mitre.org 

[9] 'On-line' documentation about the MITRE project "ATT&CK" available at: https://attack.mitre.org 
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